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F I G . 1 0 



( START ]) 





, S21 


SELECT q SATISFYING q^r 




, S22 


GENERATE q m-TH MDS MATRICES 
Li , L 2 ,..., L q ON GF(2 n ) 


\ 


, S23 


SET A (2i-l)-TH(l£i£r) 
LINEAR CONVERSION MATRIX 
MLT 2i -i TO MLT(i- m0 dq)+i 




, S24 


SET A 2i-TH(l^i^r) 

LINEAR CONVERSION MATRIX 

MLT 2i TO MLT S r-2i+i 




i 



( END ) 
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CASE OF q=6, n=8, AND m=8 

c 



START 

IT 



sioi 



FIRST, GENERATE SIX MDS MATRICES AT RANDOM 



'9d b4 d3 5d 84 ae ec b9* 

29 34 39 60 5c 81 25 13 

67 6a d2 e3 4b db 9d 4 

8e dl e6 lb 8b 9e 3a 91 

d9 e5 4d dd c6 5 f0 ad 

2a f7 67. 72 bl 7 f 2 27 

42 e6 aO 4 f 1 4 7d 8c 

55 63 fa 51 c d9 28 d6^ 



?? 7? ?? ?? ?? ?? 7? ?? 

7? 7? 77 77 7? 7? 7? 7? 

7? 7? 7? 77 ?? 7? 7? ?? 

?? ?? 77 7? 7? 7? ?? 77 

?? 7? ?? ?? ?? 7? ?? 7? 

?? 7? 7? 7? ?? 77 7? ?? 

?? 77 77 77 77 7? 7? 7? 

^7? 77 7? 7? 77 7? 7? ??, 



7? 7? 7? ?? 7? 7? 77 77 
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SECOND, CHECK WHETHER EIGHT COLUMN VECTORS\ 
SELECTED ARBITRARILY FROM 48 COLUMN VECTORS \ 
INCLUDED IN THE ABOVE-MENTIONED SIX MATRICES \ 
ARE LINEARLY INDEPENDENT. (CHECK CAN BE DONE \ 
BY CHECK ALGORITHM OF DETERMINANT. IT IS / 
DETERMINED THAT A MATRIX IS LINEARLY / 
INDEPENDENT IF ITS DETERMINANT IS NON ZERO) / 

det^ C 2 C 3 C 4 C 5 C 6 C 7 C 8 ) = 0?/ 



YES 
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THIRD, IF THE FLOW PASSED THE CHECK, OUTPUT 
SIX MDS MATRICES AS Li , L 2 , ...,L 6 



( END ) 
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CASE OF q = 6, n=8, AND m=8 



c 



START 



S201 



FIRST, GENERATE SIX MDS MATRICES AT RANDOM 



f 9d b4 d3 5d 84 ae 
29 34 39 60 5c 81 
67 6a d2 



25 

e3 4b db 9d 



8e d7 e 6 lb 8b 9e 3a 



d9 e5 4d dd c6 

2a tl 67 72 bl 

42 e6 aO 

^55 63 fa 



f 1 



5 fO ad 

7 fZ 27 

4 7d 8c 

d9 28 d6. 
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?? ?? 7? ?? ?? ?? ?? ?? 

?? ?? ?? ?? ?? ?? ?? ?? 
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SECOND, CHECK WHETHER EIGHT COLUMN VECTORS 
SELECTED ARBITRARILY FROM 48 COLUMN VECTORS 
INCLUDED IN THE ABOVE-MENTIONED SIX MATRICES 
CONSTITUTE AN MDS MATRIX 

(C, C 2 C z C, C 5 C 6 C T C S )=MZ?S? 



YES 
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THIRD, IF THE FLOW PASSES ALL THE CHECKS, 
OUTPUT SIX MDS MATRICES AS Li , L 2 L 6 



Q END ) 
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CASE OF C STA * T ) 

q = 6, n = 8, AND m = 8 ^[ 
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GENERATE A 48x48 MDS MATRIX 
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7777T7 77 7?????? 7 
77777777777777T7 
7777777777777777 
7777777777777777 
7777777777777777 
7777777777777777 
7? 7? 7? 77 7? 77 7? 7? 
77 77 77 7? 7? 77 77 7? 
7777^77777777777 
77??7?7?7?7??7?? 
7? 7? 77 77 7? 7? 7? 7? 
T! 7/ ?! 7? 7? 77 ?! ?! 
777777777777T??? 
77777777T??????? 
7? 7? 7? 7? 77 77 7? 7? 
7777777777 77 T777 



77 77 77 77 -r> ?! ?! 7! 

7? 7? 77 ?? 7? ?? 7? 7? 

777777777777 77 T? 

777777777777 77 77 



'7? 7? 77 77 77 7? 7? 7 7 

7? 77 77 7? 7? ?????? 

777777T7 77 7????? 

7? 7? 7? 7? 7? 7? 77 7? 



7? 77 7? 7? 7? 7? 7? 7? 
7? 7? 7? 7? 77 77 7? 7? 



77 7? 77 77 77 77 7? 77 
7? 7? 7? 77 7? 7? 7? 7? 
7? 7? 7? 7? 7? 7? 7? 77 



?? 77 77 7? 77 77 7? 7 7 

7? 77 7? 77 7? 7? 7? 77 

7777 77 7777T????? 

7? 7? 7? 77 7? 77 7? 7? 

77 77 77 77 77 7> 77 77 

77 77 77 7? 7? 77 7? 7? 

7? 7? 7? 7? 7? 7? 77 77 
777777777777T??? 
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SELECT ARBITRARY EIGHT ROW VECTORS FROM THE 
ABOVE-MENTIONED MATRIX, AND DESIGNATE A MATRIX 
COMPOSED OF THE VECTORS AS M' 



r 



?? .„ ?? ?? ^ ^ ? , ?? ?? ?? ?? ^ ?? ?? ?? ?? 

7? T> 7? 7? 77 n ?? ?? 7?7?7???7?7?7?77 
7? 77 7? 7? ???????? 7? 7? 7? 7? 7? 7? 7? 7? 



77 ' 



77 77 



777777777777 77 ?7 

??????7?7??????? 



?! 7? 77 7? 77 77 7? 77 
7? 7? 7? 77 77 7? 7? 7? 
77777? 77 ?! 7? ?! 77 



?! 7! ?! 7? 7? 77 77 7? 

7? 7? 7? 7? 7? 77 7? 7? 

7777 77 77777777T? 

7? 7? 7? 7? 77 7? 7? ?? 

77 77 77 77 77 77 77 77 

7? 7? 77 7? 7/ 77 77 77 

7? 77 7? 7? 7? 7? 77 7? 
7?????????7????? 



IE 
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DIVIDE 48 COLUMN VECTORS OF M' INTO SIX GROUPS 
EACH HAVING EIGHT COLUMN VECTORS TO CREATE 
8x8 MATRICES, AND OUTPUT THEM AS L x , L 2 L 6 



7? 77 77 7? 7? 77 ?? 7? \ 

?! 7? 7? 7? 7? 77 7? 7? 

7? 7? 7? 7? 7? ?? 7? 7? 

7? 7? 7? 7? 7? 7? 7? 7? 

77 77 77 77 77 77 77 77 

7? 7? 7? 77 7? 7? 7? 7? 

7? 77 7? 7? 77 7? ?? ?? 



7? 7? 7? 7? 7? 7? 7? 7? 

7? 7? 77 77 7? 7? 7? 7? 

7? 7? 77 ???????? 7? 

77 77 77 77 77 77 77 77 

7? 77 7? 7? 7? 7? 7? 7? 

7? 77 7? 7? 7? 7? 7? 7? 

7? 7? 7? T* 7? 77 77 7? 



7? 7? 7? 77 7? 7? 7? 7? 
777?7??77??7?77? 
7??7??7???7??777 

?? 7? 77 7? 77 7? 77 77 
77 7? 77 7? 77 7? 7? ?! 
????7?7?7?7????7 
7? 7? 7? 7? 7? 7? 7? 7? 



Q END ) 
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CASE OF C 
q=6, n = 8, AND m=8 



START 



AL 



3 
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FIRST, GENERATE SIX 8x8 MATRICES 
Mi, M 2/ ..., M 6 AT RANDOM 



f 9d b4 d3 5d 84 ae ec b$ 

29 34 39 60 5 c 81 25 13 

67 6a d2 e3 4b db 9d 4 

8e d7 e6 lb 8b 9e 3a 91 

d9 e5 4d dd c6 5 TO ad 

2a f7 67 72 bl 7 f 2 27 

42 <?6 aO 4 f 1 4 7d 8c 

1^55 63 fa 51 c d9 28 d6, 



?? ?? ?? 
7? ?? ?? 



?? ?? ?? ?? 

7? 77 7? ?? 

?? 77 ?? ?? 

?? ?? ?? ?? 

?? ?? ?? ?? 

1^7? ?? 7? ?? 



?? ?? ?? ?? 

?? ?? 77 ?? 

7? 7? 7? ?? 

77 7? 77 ?? 

?? 7? ?? ?? 

?? 7? ?? 7? 

?? ?? 77 ?? 

?? ?? ?? ??; 



?? 7? 
?? ?? 



7? 7? 
7? ?? 



?? ?? 7? 7? ?? 
77 ?? ?? 7? ?? 



?? ?? 

?? ?? 

?? ?? 

77 7? 



7? ?? ?? ?? 7? ?? 



7? ?? 7? ?? 
7? ?? ?? ?? 



?? ?? ?? ?? ?? 



?? 7? 
77 ?7 



'?? ?? ?? 

?? ?? 7? 

??- ?? ?? 

?? ?? ?? 



?? 77 
?? '?? 



7? ?? 
.77 7? 



7? ?? 7? ?? 7? 
77 ?? 7? ?? 7? 



7? 7? 7? 7? 77 7? 7? 7? 

7? 7? 7? 7? 7? 7? 7? 7? 

7? 7? 7? ?? 7? 7? 7? 7? 

^7? 7? 7? 77 7? 77 77 ??J 



7? 7? 7? 7? 7? 7? 7? 

7? 77 7? 7? 77 7? 77 

7? 77 7? 7? 7? 7? 7? 

7? 7? 7? 7? 77 7? 7? 

7? 7? 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 



7? 77 7? 7? 
7? 7? 7? 7? 



7? 7? 
7? 7? 



77 7? 7? 7? 7? 7? 7? 

7? 7? 7? 77 7? 77 7? 

7? 7? 7? 7? 7? 7? 77 

7? 7? 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 77 7? 

77 7? 7? 7? 7? 77 ?? 



7? 7? 7? 7? 7? •?? 7? 7? 
L.7? 7? 7? 7? 7? 7? 7? ??J 
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SECOND, CALCULATE INVERSE MATRICES 
Mf^Mr 1 ,..., Me" 1 OF THE ABOVE-MENTIONED SIX 
MATRICES, AND CHECK WHETHER EIGHT ROW 
VECTORS SELECTED ARBITRARILY FROM 16 ROW 
VECTORS INCLUDED IN TWO ADJACENT INVERSE 
MATRICES ARE LINEARLY INDEPENDENT (Ml" 1 AND 
MS' 1 SHALL BE CONSIDERED AS ADJACENT MATRICES 
AND INSPECTED) 

IS A SET OF VECTORS 'R z '* 3 % '*t 'Ri '**) 
LINEARLY INDEPENDENT? 



3E 



YES 
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THIRD, IF THE FLOW PASSES ALL THE CHECKS, 
OUTPUT SIX MDS MATRICES AS L x , L 2 L 6 
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CASE OF 

q = 6, n=8, AND m=8 



c 



START 



S501 



FIRST, GENERATE SIX 8x8 MATRICES 
Mi, M 2 ,..., M 6 AT RANDOM 



f 9d 54 d3 5d 84 ae 

29 34 39 60 5c 81 

67 6a d2 e3 4b db 9d 4 

8e d7 e 6 lb 8b 9e 3a 91 

d9 e5 4d dd c6 5 

2a H 67 72 bl 7 

42 e6 aO 4 f 1 4 

55 63 fa 51 c d9 2S d6. 



ec b$\ 
25 13 



fO ad 
f2 27 
7d 8c 



?? ?? ?? 7? ?? 7? 7? 7? 

7? ?? 7? ?? ?? 77 77 7? 

7? 77 7? 7? 77 7? 7? 7? 

77 7? 77 7? 7? 7? 7? 7? 

7? 7? 7? 7? ?? 7? 7? 7? 

7? 77 7? 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 7? 7? 77, 



77 7? 
7? 7? 



7? 7? 7? 7.7 7? 7? 
7? 77 7? 77 7? 7? 



7? 77 
7? 7? 



7? 77 7? 7? ?? 7? 7? 7? 
?? 7? 7? 7? 77 7? 7? 7? 



7? 7? 77 7? 7? 
7? 7? 77 7? 7? 



7? ?? 7? 7? ?? 
7? 7?" 7? 7? ?? 
77 ?? 7? ?? 



?? 7? 7? 
7? 7? 7? 
7? ?? 7? 



7? ?? 7? 77 ?? 7? ?? 1?J 



7? 7? 7? 7? 
7? 7? 7? ?? 



7? 7? 7? 
7? 7? ?? 



7? 7? 77 77 7? 7? 7? 77 

?? 7? 7? 7? 7? 7? 7? 7? 

7? 77 7? 7? 7? 7? 77 7? 

7? 77 7? 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 77 7? 7? 

77 7? 7? 7? 7? 7? 7? 77, 



7? 7? 7? 7? 7? 7? 7? 7? 

7? 77 7? 7? 7? 7? 77 7? 

7? 77 7? 77 7? 7? 77 77 

7? 77 7? 77 7? 7? 77 7? 

77 7? 7? 7? 7? 7? 77 7? 

1^7? 77 7? 7? 7? 77 77 llj 



11 11 11 11 11 11 11 11 



11 11 
11 77 



7? 7? 7? 7? 7? 7? 7? 7? 



7? 7? 7? 
7? 7? 7? 
7? 7? 



7? 7? 7? 7? 7? 
7? 7? 7? 7? 7? 



7? 7? 7? 7? 7? 
7? 7? 7? 7? 7? 
7? 7? 7? 7? 7? 7? 



V?? 7? 7? ?? 7? 7? 7? 77, 



S502 



SECOND, CALCULATE INVERSE MATRICES 



M i _1 ,M2- 



Me" 1 OF THE ABOVE-MENTIONED SIX 



MATRICES, AND CHECK WHETHER EIGHT ROW 
VECTORS SELECTED ARBITRARILY FROM 16 ROW 
VECTORS INCLUDED IN TWO ADJACENT INVERSE 
MATRICES CONSTITUE AN MDS MATRIX (M l" 1 AND 
Me' 1 SHALL BE CONSIDERED AS ADJACENT MATRICES 
AND INSPECTED) 

('*, 'J? 2 'tf 3 '*4 '*5 '*e 'Aj ■ = MDS ? 



S503 



THIRD, IF THE FLOW PASSES ALL THE CHECKS, 
OUTPUT SIX MDS MATRICES AS Li , L 2 L 5 



C j 
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CASE OF 

q=6, n=8, AND m 



NO, 



_ R ( START ") 



F I G . 1 7 



S601 



FIRST, GENERATE SIX MDS MATRICES 
Mi, M 2 ,.-., M 6 AT RANDOM 



9d b4 d3 5d 84 ae ee bST 

29 34 39 60 5c .81 25 13 

67 6a d2 e 3 4b db 9d 4 

8e d7 e6 lb 8b 9e 3a 91 

d9 eS 4d dd c6 5 f0 ad 

2a f7 67 72 bl 7 f2 27 

42 e6 aO 4 f 1 4 7d 8c 

55 53 fa 51 c d9 28 d6. 



?? ?? ?? ?? ?? ?? ?? ?? 



?? ?? ?? ?? ?? ?? 

?? 7? ?? ?? 

?? ?? ?? ?? 

7? 7? 77 7? 



7? ?? 77 ?? ?? ?? 7? 77 



?? 7? 7? 77 



V?? ?? ?? ?? ?? 7? '?? ??> 



77 77 

?? 7? 

7? 7? 77 

7? 7? 



7 7? 7? 7? 



7? 7? 7? 7? 77 7? 7? 7? 

7? 7? 7? 7? 77 7? 7? 7? 

7? 7? 7? 77 ?? 7? 7? 7? 

7? 7? 7? 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 7? 7? ?? 

7? 7? 7? 7? ?? 7? 7? 7? 

7? 7? 7? 77 77 7? 7? 7? 

^7? 77 7? 77 7? 7? 7? ??) 



'?? 77 77 77 7? 7? 77. ?? > 

7? 7? 77 77 7? 7? 7? 7? 

7? ?? 77 77 7? 77 7? 7? 

?? 77 7? 7? 7? ?? 7? 7? 

7? ?? 7? 7? 7? 7? 7? 7? 

77 7? 7? 7? 7? 77 7? 7? 

7? 7? 77 7? 7? 77 7? 7? 

^7? 7? 7? ?? 7? 7? 7? ?? y 



7? 7? 7? 7? 7? 7? 77 7? 

7? 7? 7? 77 7? 7? 7? 7? 

7? 7? 77 7? 7? 7? 7? 7? 

7? 77 7? 7? 7? 7? 77 7? 

77 7? 7? 77 7? 7? 77 7? 

77 7? 77 7? 7? 7? 7? 7? 

7? 7? 7? 77 7? 7? 7? 7? 

^7? 7? 7? 7? 7? 77 77 ??>! 



7? 7? 7? 7? 7? 7? 7? 77 

7? 77 77 7? 7? 7? 7? 7? 

7? ?? 77 7? 7? 7? 7? 7? 

7? 77 7? 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 7? 7? 7? 

7? 7? 77 7? 7? 7? 7? 7? 

7? 7? 7? 7? 7? 7? 7? 7? 

Vj? 77 77 77 77 77 77 77, 



XL 
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SECOND, CHECK WHETHER EIGHT COLUMN VECTORS 
SELECTED ARBITRARILY FROM 48 COLUMN VECTORS 
INCLUDED IN THE ABOVE-MENTIONED SIX MATRICES 
CONSTITUTE AN MDS MATRIX 

(C, C 2 C z C 4 C 5 C G C 7 C Z )=MDS? 




IP 



YES 



S603 



THIRD, CALCULATE INVERSE MATRICES 
Mi-^Mr 1 ,..., Me" 1 OF THE ABOVE-MENTIONED SIX 
MATRICES, AND CHECK WHETHER EIGHT ROW \ 
VECTORS SELECTED ARBITRARILY FROM 16 ROW \ 
VECTORS INCLUDED IN TWO ADJACENT INVERSE \ 
MATRICES CONSTITUTE AN MDS MATRIX / 
(Mi -1 AND Me' 1 SHALL BE CONSIDERED AS ABJACENT / 
MATRICES AND INSPECTED) / 

f R 2 '* 3 'J? 4 '*5 '*6 'Ri t R % )=MDSl 



YES 



S604 



FOURTH, IF THE FLOW PASSES ALL THE CHECKS, 
OUTPUT SIX MDS MATRICES AS Li , L 2 L 6 

22 



( END ) 
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